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eCommerce Scams
are worse than ever before

eCommerce has become an increasingly important aspect of American daily life and has done so in a relatively short period of time. In 2020 and
2021, the increasing trend of shopping online was amplified by the impact of COVID-19 which accelerated eCommerce growth as in-store shopping
was difficult or impossible. However, as eCommerce exponentially grew, online scams using fake reviews, counterfeits, and unreliable sellers grew in
lockstep. As a result, the need to understand the impact of eCommerce fraud has significantly increased.
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https://www.cbsnews.com/news/black-market-covid-19-vaccine-cards/
https://www.ft.com/content/0280592d-0adf-4dcb-a831-4f8a85f414bc

About
Fakespot

Fakespot is a US-based company whose mission is to be the Most
Trust-Obsessed Company on Earth. It starts by empowering online
shoppers to avoid eCommerce fraud and make informed purchases.

Fakespot currently offers consumers free analysis of reviews, sellers,
and counterfeits via the following:

In-Browser Applications
Chrome & Firefox Extensions

Mobile application
Fakespot Pro for iOS and Android

Website
Fakespot Analyzer
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@ REVIEW HIGHLIGH1

% Quality

Fakespot is not affiliated with Amazon.

Sound quality is excellent with great bass and
clarity.

Y Positive Review

Battery life on these headphones are not good
enough for long usage.

&P Negative Review

Fakespot Reviews Analysis @ @ seller Approved
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B Analyze reviews This seller has a high rating
and very few customer

complaints.

This item is either being sold by

° This seller is Approved Amazon or from an authorized
third-party seller.

By Fakespot Guard, learn more L2 This means you can return this

item by Amazon's return policy.

Fakespot is not affiliated
with Amazon.

Trusted by
Millions of users
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https://chrome.google.com/webstore/detail/fakespot-fake-amazon-revi/nakplnnackehceedgkgkokbgbmfghain
https://apps.apple.com/us/app/fakespot-pro/id1576225860
https://www.fakespot.com/analyzer
https://addons.mozilla.org/en-US/firefox/addon/fakespot-fake-reviews-amazon/
https://play.google.com/store/apps/details?id=com.fakespot.browser
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The Fakespot Engine's proprietary Al is constantly updated with

data and algorithm improvements from a world-class team that
researches known and emerging methods of eCommerce fraud.

The Fakespot Engine operates in the following ways:

® &

Collects product data such Analyzes data points within the

as name, brand, marketplace, reviews such as subject matter,

reviews, and sellers. content, review source, and more.
B

Utilizes machine learning against Delivers results as outputs to

a database of more than 10B Fakespot's free consumer

consumer reviews and 5M sellers. products.
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The Fakespot Engine has analyzed billions of reviews and millions of sellers for online
product listings. It further derives statistical significance by supporting analysis of products
and sellers on the following marketplaces:

amazon BB%%L ebay ﬂ shopify Walmart >3 SEPHORA

>50%

According to 2021 Statista data, this represents
well over half of all US online retail sales volume.
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https://www.statista.com/statistics/274255/market-share-of-the-leading-retailers-in-us-e-commerce/
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Product
Review Grades

Fakespot Reviews Analysis ©
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B Analyze reviews

° This seller is Approved

’ T
~ bttt T

By Fakespot Guard, learn more (7]

Fakespot uses the standard US grading system of “A”, “B", "C", "D", and "F". These
grades are utilized and outputted by the Fakespot Engine to determine the authenticity
of product listing ratings and reviews with "A" being the highest and best rating and “F"
being the worst and lowest rating.

Q
letter grade A B ‘

“A" “B" Reliable ratings

Swais bt e s 0% - 10% 10.1% - 25%
ﬂ Analyze reviews
"C" "D"
25.1% - 40% 40.1% - 70%
A\ This seller has a Caution D F
By Fakespot Guard, learn more (2] upn '
70.1% - 100% Unreliable ratings
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Total Percentage of Fake Reviews
2018 to 2020

Annual analysis of eCommerce fraud in ratings and reviews across all Fakespot
supported marketplaces has steadily been on the rise since 2018 with a decrease 1 6 O/
in 2020 due to marketplaces beginning to finally address the fake review problem ¢ o

towards the end of the year after an uptick during the pandemic lockdown months. . :
Fake reviews in 2018

35
o
3 3 2 . 5 76
25 : :
Fake reviews in 2019
20
15
10
2021 annual data is not (@)
= included because the results P /o

would not include the peak

holiday shopping season. . .
y shopping Fake reviews in 2020

2018 2019 2020
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Fake Reviews by Marketplace
2018 to 2021

In an online marketplace comparison of Amazon, Walmart, and Best Buy from 2018

to 2021, Walmart has the highest incidence of unreliable reviews and Best Buy has 5 ; 6 O/

the lowest. ¢ o
Fake review percentage
on Walmart

40

not include peak holiday
season for 2021.

35
; o
30 2 ° 3 /O
25 Fake review percentage
on Amazon
20
15
10
2018-2021 Percentage fake (@)
5 reviews by storefront. Does PS /o

Fake review percentage
Walmart Amazon Best Buy on Best Buy
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Most Fake Reviews by
Category

5 Amazon shopping categories with the high incidence analyzed fake/unreliable reviews:

7 5 a ot

Women's Health & All Pet Wireless
Apparel Personal Care Cosmetics Supplies Headphones
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Black Friday - Cyber Monday
Fake Review Percentages

Black Friday to Cyber Monday represents the highest level of retail and online shopping transaction volume
in the US for any period that is less than one week. It also experiences increases in fake reviews when compared

Best Buy

Black Friday - Cyber Monday 2020 +1%
1015 (78%) 281 (22%)
A, B graded products C, D, F graded products

September 25 - 28 2020

388 (79%) 105 (21%)
A, B graded products C, D, F graded products
0] 100

B A Bgraded products

to similar time periods during the year.

Amazon

Black Friday - Cyber Monday 2020 +4%

20713 (72%) 34816 (28%)

A, B graded products C, D, F graded products

September 25 - 28 2020

59115 (76%) 18859 (24%)
A, B graded products C, D, F graded products
0 100

B C, D, Fgraded products

Walmart

Black Friday - Cyber Monday 2020 +4%
Q41 (42%) 1312 (58%)
A, B graded products C, D, F graded products

September 25 - 28 2020

474 (46%) 547 (54%)
A, B graded products C, D, F graded products
0] 100
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Thank you.

For more information please contact:

Saoud Khalifah

saoud@fakespot.com

Fernando Blanco
fernando.blanco@fakespot.com
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